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VEMORANDUM OPI NI ON

This matter cones before the court on Plaintiffs’ Suppl enent
to their Motion to Conpel the Production of Docunents Regardi ng
their Second Request to the Executive Ofice of the President
(“EOP") Regardi ng Non- ARMS E-mail, Archived Conputer Drives, and
Ot her Conput er Docunents. On May 17, 2000, this court ruled on
the Plaintiffs’ Mtion to Conpel the Production of Docunents,
but deferred on the plaintiffs’ requests as to e-mail and hard
drives. On June 5, 2000, this court issued a ruling regarding
t he discovery of e-mmil that had been properly transferred to
t he Aut omat ed Records Managenent system (ARMS). In that ruling,
however, the court still deferred on the plaintiffs’ requests
for hard drives and e-mail that was not archived on ARMS. A
hearing was held on this matter before the court on June 30,
2000. Upon consideration of the parties’ oral representations

at that hearing and their witten subm ssions, the court will



GRANT | N PART AND DENY I N PART the plaintiffs’ request for non-
ARMS e-mai |l and other conputer docunents, as discussed bel ow.

A separate order shall be issued this date.

Backar ound

The underlying allegations in this case arise fromwhat has
beconme popularly known as “Filegate.” Plaintiffs allege that
their privacy interests were violated when the FBI inproperly
handed over to the Wlite House hundreds of FBI files of forner
political appointees and government enployees from the Reagan
and Bush Adm ni strations.

The i nstant di spute revol ves around certain e-nmail, computer
drives and ot her conputer docunents, which the plaintiffs assert
have never been searched for relevant docunents throughout
di scovery in this case. Plaintiffs request that these itens be
searched for specific search terms and that all relevant
information be turned over to them

Plaintiffs initially sought to have the EOP search its
archived e-mail and hard drives in their first request for the
producti on of docunents, served on October 9, 1997. They
subsequently filed a nmotion to conpel regarding this request,
whi ch this court then ordered to be stricken fromthe record due
to the plaintiffs’ failure to confer with the EOP before filing
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it, as required by Local Rule 108(m). Alexander v. F.B. 1., 1997
W. 1106579, at *1 (D.D.C. 1997).

On January 12, 1998, plaintiffs served on the EOP a Notice
of Deposition and Request for Production of Docunents (“Notice”)
pursuant to Rule 30(b)(6) and (b)(5) of the Federal Rules of
Civil Procedure. The Notice requested that the EOP designate
“one or nore” representatives to testify on a number of topics,
i ncludi ng the scope of the EOP's prior search of e-mail and hard
drives for responsive docunents.

I n response, the EOP noved for a protective order, arguing
that it should not be required to search through its entire
system of e-mail and del eted hard drives. I n support of its
obj ection, the EOP provided the court with two declarations
addressing the feasibility and burdensoneness of restoring and
searching through all e-mai | and hard drives. These
decl arations were prepared by Laura Crabtree, the Desktop
Systens Branch Chief of the Information Systens and Technol ogy
Division ("IS & T') at EOP's O fice of Admnistration, and
Dani el Barry, a Conputer Specialist at 1S & T. The declaration
of Crabtree discussed the feasibility of restoring files del eted
fromEOP hard drives and of restoring and searching the archived

hard drives of departed enpl oyees. The declaration of Dani el



Barry addressed the White House e-mail system?! The EOP argued
t hat these decl arations denonstrated that the burden and cost of
performing a search of all e-mail and hard drives, as the
plaintiffs requested, outweighed the renote |ikelihood that the
search would lead to any relevant information. The EOP agreed
alternatively “to conduct targeted and appropriately worded
searches of backed-up and archived e-nmail and deleted hard-
drives for a limted nunmber of individuals.” EOP's Reply in
Supp. of EOP's Mot. for Protective Order Quashing Rule 30(b)(6)
Dep. Notice (“EOP's Reply to Dep. Notice”) at 8 n.7.

On April 13, 1998, this court held that the EOP was “not
required to conpletely restore all deleted files and e-mail as

plaintiffs insist.” Al exander v. FBI, 188 F.R D. 111, 117

(D.D.C.1998). In reaching that decision, the court relied on
the fact that the EOP had agreed to performtargeted searches of

e-mai|l and archived hard drives for specific individuals, and

1 Barry attested that prior to July 1994, there existed no
system for archiving e-mail in a word-searchable formt, and,
thus, e-mail was stored daily on back-up tapes. He also
stated that, for the period of January 1993 to July 1994,
there existed approxi mately 5,500 tapes containing backed-up
e-mail, which | S&T was in the process of restoring and
reconstructing to a word searchable format. He expl ai ned that
this restoration required five to seven working days of
around-t he-cl ock processing at a cost of approximtely $20, 000
for each nonth of e-mail. Accordingly, he estimated that al
of the e-mail would be restored by the m ddle of 1998. Barry
further attested that all e-mail since July 1994 has been
archived weekly in an on-line format capabl e of being word-
sear ched.



had invited the plaintiffs to engage in discussions with them
regarding the specific searches to be perforned. See id.
(citing the EOPs Reply).

Plaintiffs then served their second set of requests for the
producti on of docunents on October 27, 1998. Request number 19
of this set of requests sought disk mrroring copies of all
conputer hard disk drives for each conputer used by persons in
the Office of Personnel Security (“OPS”) during Craig
Li vingstone’s tenure there. The EOP objected to this request,
stating that all docunents |ocated on these hard drives had
al ready been downl oaded and searched in connection with this
litigation. See EOP's Resp. to Second Set of Interrogs. at 17.

Request nunber 28 of this set of requests sought all e-mail
correspondence to or fromfive individuals that was recovered in
previous e-nmail searches perforned by the EOP as descri bed by
Daniel Barry in his June 11, 1998 deposition. The EOP objected
to this request as overbroad and irrelevant. The EOP further
responded that it “stands ready, as previously offered, to
perform searches of archived Wlite House e-mail wthin
paranmeters as to date, wusers, and search terns reasonably
calculated to lead to the discovery of relevant information
wi t hout i nposing an undue burden on the EOPRP.” EOP Resp. to
Pls.” Second Req. for Produc. of Docs. at 26.

The plaintiffs filed a notion to conpel as to their second
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request for the production of docunents on June 14, 1999.2 Prior
to the court’s ruling on this notion, however, there were
several new devel opnents regardi ng the di scovery of e-mail, hard
drives, and other conmputer docunents. These devel opnents are
di scussed in great detail in this court’s prior opinion of June

5, 2000. See Alexander v. FBI, 2000 W. 739231 (D.D.C. 2000).

The court will now sunmari ze t hose devel opments pertinent to the
issues at bar — the discovery of non-ARMS e-mail, C:.drives,
F:drives and Robert Haas’ conputer files.

Regarding the e-mail, the plaintiffs discovered on February
19, 2000, that, from August 1996 to Novenber 1998, inconi ng e-
mails to nearly 500 people in the EOP, including top-I|evel
enpl oyees, were not transferred to ARMS and, therefore, were
never and can not now be word searched on-line. See Third Decl.
of Sheryl Hall at 2 (Feb. 19, 2000)(attached as Exhibit A to

Pl s.” Emergency Mot. to Supplenment Pls.” Mdt. to Conpel and Req.

for an Evidentiary Hr’Qg). These e-mmils do still exist,
however, on back-up tapes. Furthernore, Sheryl Hall, a conputer
°This was a revised notion to conpel. Plaintiffs initially

filed a notion to conpel docunments regarding their second
request for docunments on March 26, 1999, but they then

wi thdrew that nmotion. The parties then engaged in

negoti ations regarding the plaintiffs’ original notion.
Pursuant to these negotiations, the EOP provided the
plaintiffs with supplenental information and docunentation on
April 22, and April 29, 1999, and the plaintiffs revised their
original notion to conpel.



specialist at the White House, also attested that White House
officials learned of this problem in My of 1998, and that
several enployees who knew about the problem were threatened
with jail or the loss of their jobs if they told anyone el se
about it. 1d. at 4-5.

Regar di ng the archived hard drives, the plaintiffs filed on
March 7, 2000, as an exhibit to their notion for an expedited ex
parte conference, the Fourth Declaration of Sheryl Hall, in
whi ch she stated that she had received information froma Wite
House Office of Adm nistration (“OA”) enployee that the Wite
House was planning to destroy archival cartridge tapes of the
conputer hard drives of departed White House staff nmenbers.

At a hearing before this court on March 10, 2000, the EOP
assured the court that “the e-nmail in question, to the extent it
exists is being preserved, and is not being, and will not be
overwitten.”® EOP's Resp. to Mem and Order of March 15, 2000
at 1. The EOP also advised the court that as to the hard
drives, their current policy is to nake back-up, archival tapes

of the hard drive files of departed enployees, often referred to

3The hearing on this matter began at 11:30 a.m The court, then
ordered that the hearing be continued at 5:00 p.m that sane day, so
that the EOP woul d have a chance to neet with the appropriate Wite
House officials in order to be able to provide the court with the
request ed assurances.



as “reall ocated tapes,” and not to destroy these tapes.*

On March 23, 2000, the EOP noved to have the court
indefinitely stay its consideration of the e-mail issue due to
the overlapping investigations of the Departnent of Justice’'s
Crimnal Division and the Ofice of Independent Counsel
regardi ng a possi bl e White House cover-up of the e-mail problem
The court held a hearing on the EOP’s notion on March 24, 2000.
At that hearing, the court took the EOP’s notion to stay under
consi derati on. At the EOP's suggestion, the court further
ordered that the Crim nal Division of the Departnment of Justice
provide the court with periodic ex parte, in camera status
reports in chanbers on the progress of its investigation,
begi nni ng on March 30, 2000.

Also at the March 24, 2000 hearing, the plaintiffs first
raised the issue of the possible existence of a “zip” disk
contai ning several e-mail nmessages. This disk was made fromthe
F: drive file of Robert Haas, a White House conputer specialist.
Counsel for the EOP, James Gl ligan, responded that he had
recently becone aware that such a “zip” disk did exist. He
further represented that he would later provide additional

assurance to the court that the disk was being preserved. On

“Approxi mately 600 of these reallocated tapes exist. These

tapes are conpletely separate fromthe 3,400 system back-up tapes,
whi ch contain the e-mail in question, along with all other materi al
on the computer systemat the tinme of the “back-up.”
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March 27, 2000, M. G lligan provided this assurance in the form
of a letter to the court stating that the “zip” disk was being
stored in the custody of Charles Easley, EOP Security O ficer,
under the sane conditions of security as the 3,400 e-mail back-
up tapes, as described in M. Easley s earlier affidavit.

On April 3, 2000, the EOP filed its response to the
plaintiffs’ notion for an evidentiary hearing on the
preservation of hard drives. The EOP provided the declaration
of Mchael Lyle, Director of the Ofice of Adm nistration, who
stated that the EOP had no plan to alter or destroy the
real l ocated tapes of the hard-drive fil es of departed enpl oyees.
He further stated that he had assigned the task of safeguarding
these tapes to M. Easley, the EOP Security Officer. Easl ey
provi ded a second declaration attesting that he was preserving
the 600 reallocated tapes, in addition to the Haas “zip” disk
and the 3,400 system back-up tapes containing e-mail, and
descri bing the manner in which they were being preserved.

On April 27, 2000, the court hel d another hearing regarding
this dispute. At that hearing, the court again denied the
plaintiffs’ request that the court take custody of the e-nmail
back-up tapes, hard drives and “zip” disk. The court held the
plaintiffs’ notion for an evidentiary hearing and the
plaintiffs’ motion for an order to show cause concerning the
“zip” disk in abeyance so as not to interfere with the

9



Department of Justice’s crimnal investigation into the matter.
The court then stated that it would first rule on the issue of
the search to be perfornmed regarding e-nmail that had been
successfully transferred to ARMS, and then later issue a
separate order regarding the search of non-ARMS e-mail, hard
drives, F:drives, and other conputer docunents.

On May 17, 2000, the court issued an order regarding the
plaintiffs’ second request for the production of docunents, but
deferring on those requests concerning hard drives and e-nail s.
The court then issued, on June 5, 2000, an order regarding the
search to be perfornmed on all e-mail that was properly
transferred to ARMS. Having so ruled, the court now turns to
the search to be perforned on non- ARMS e-mmil|l and ot her conputer

storage devices, such as hard drives, F:drives, and zip disks.?>

The plaintiffs filed their supplenmental brief regarding the
search of non-ARMS e-mail, hard drives, and other conmputer
docunents on May 5, 2000. The EOP filed their response on June
5, 2000. The plaintiffs then filed their reply on June 14,

2000. On June 30, 2000, the court held a hearing on these

SThe court will continue to tenporarily hold in abeyance
the issue regarding the allegations that the White House
“covered-up” the mssing e-mails once they were discovered by
t hreateni ng enpl oyees and wit hhol ding information fromthis
court, crimnal investigators, and Congress, as this issue
remai ns the focus of the ongoing crimnal investigations.
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issues. At that hearing, the EOP represented that it had not
yet started restoring the back-up tapes containing the non- ARMS
e-mail. The plaintiffs, in response, requested that the court
hold an evidentiary hearing regarding the EOP's efforts to
restore non-ARMS e-nmail so that it may be searched for rel evant
information, and renewed their request that the court appoint a
special nmaster to oversee a search of the non-ARMS e-nmil, the
archived C. drives, the F: drives, and Robert Haas' conputer

files.

1. Analysis

A. Non- ARMS E- mai |

1. The Paraneters of the Search

Plaintiffs originally requested that the EOP be required to
search all e-mail that was not transferred to the ARMS system
The EOP responded that the search of the non- ARMS e-nmmils should
be limted to the sane paraneters established for the ARMS e-
mail. This court issued its ruling on the ARMS search on June
5, 2000. Subsequently, the plaintiffs, intheir reply, nodified
their request and now seek that the non- ARMS e-mail|l be searched
in accordance with those parameters set by the court for the
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ARMS e-mail, with the addition of a few search terns.

The plaintiffs seek to add the search terns “FBlI data,” “FB
raw data,” “FBlI reports,” “FBl summaries,” and “FBlI background”
to the list of search terns used regarding Filegate. Plaintiffs
originally requested, in their ARMS e-nmail brief, that both
“FBI” and “FBI files” be used as search terns. The court
rejected the use of “FBI” as a search term however, as overly
broad, allowing only the nore narrow term “FBl files” to be

used. Al exander v. FBI, 2000 W. 739231, *11 (D.D.C. June 5,

2000). The plaintiffs now argue that the term*“FBI files” al one
may i nadvertently exclude relevant e-mmil, and, therefore,
request that these additional terns be used. At the June 30,
2000, hearing, the EOP stated that it did not object to these
additional ternms. Therefore, as both parties agree, the search
of the non-ARMS e-mails shall be conducted in the same manner as
set out by this court’s June 5, 2000 order, with the addition of
“FBI data,” “FBlI raw data,” “FBlI reports,” “FBlI summaries,” and
“FBI background” to the list of search terns used regarding

Fi |l egat e.

2. The Tinmetable for Perform ng the Search

The plaintiffs seek to have responsive non- ARMS e-nmmil, as

well as other requested conputer docunments, produced to them
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within 30 days. They contend that, despite the EOP’s statenents
to the contrary, production within this tinmefrane is, in fact,
possible. The plaintiffs allege that the EOP is “purposefully
acting in a way so as to nmke the [non-ARMS e-mail] ‘fix
expensive and tinme-consumng . . . .7 Pls.” Reply to EOP s
Response to Pls.’” Supplenment to Pls.” Mdt. to Conpel Produc. of
Docs. at 4. Accordingly, they request that the court hold an
evidentiary hearing to determ ne the nost expeditious manner to
perform the search and produce any results. They further
request that, in order to avoid any inordinate delay, the court
appoint a special nmaster to oversee the restoration and search
of the non-ARMS e-mail .®

The EOP argues, however, that it is proceeding with the
reconstruction process as quickly as possible, while still
ensuring conplete and accurate data recovery and preservati on of
original data. They argue that the reconstruction effort is a
conpl ex undertaki ng, involving a nunber of technical vari ables,
that necessarily requires a significant amunt of tinme to
undert ake.

I n support of this argunment, the EOP provided the court with

t he decl aration of Gregory Ekberg. Ekberg is a project manager

The plaintiffs also request that the Special Master oversee al
ot her searches of conputer docunents which they now seek, including
searches of the C, drives, F:drives, and Haas' conputer files, which
are addressed bel ow.
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with Vistronix, Inc., an information technol ogy conpany t hat was
retained by the EOP to provide independent validation and
verification (“IV&/") of the e-mnil restoration process.
See Eckberg Declaration at 994 (June 2, 2000). In his
decl arati on, Ekberg states that the back-up tapes containing
non- ARMS e- mai | are not formatted in a manner that allows
access to individual user files or searches of the text therein.
Id. at 910. Therefore, according to Ekberg, the data on the
tapes nust first be extracted and restored to a readable and
searchabl e format before any search is perfornmed. 1d. Ekberg
further explains that this process will consist of two phases;
(1) the pre-processing phase, and (2) the data extraction and
“de- dupi ng” phase. [d. at Y15.

The pre-processi ng phase i ncl udes such tasks as defining the
project requirements, designing the conmputer system acquiring
and/ or developing the required system hardware and software,
devel opi ng the processes, procedures, and methodol ogies to be
followed in carrying out the reconstruction, obtaining operator
security clearance, training the operators, and testing the
system Ld. at ¢916. This phase also includes preparing a
wor ki ng copy and a control copy of each original back-up tape

fromwhich e-mail is to be restored, in order to ensure that the
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original data is preserved. 1d. at 17.°

The EOP's plan, according to Ekberg, is to copy an initial
test batch of tapes to determ ne whether the systemis working
properly, to correct any problens if it is not, and “to gather
performance netrics to extrapolate a tinetable for tape
duplication.” 1d. at ¢920. Once this is performed, the tape
copying can then begin. The EOP’s goal is to copy 24-44 tapes
per day. Ild. Ekberg stated in his declaration that the EOP
pl anned to conplete testing and be ready to begi n copyi ng tapes
by md-to-late June 2000. 1d.

After the tapes are copied and the pre-processi ng phase has
been conpleted, the restoration process then enters the second
phase, extraction and de-duping. Id. at ¢921. According to
Ekberg, the extraction process involves reading the data on the
wor ki ng tape copies, extracting any unrecorded e-mail nmessages
contai ned thereon, and copying theminto a database in a word-
sear chabl e format. Id. Ekberg further states that, “because

the e-mails on the various back-up tapes were created in

‘Ekberg states that handling the original tapes, which
have exceeded their shelf life and have been used frequently
in the past, would increase the risk of tape damage and | oss
of the data. See Ekberg Declaration at {17. He further states
that even if a tape were to break the first tine it was handled, it
woul d be preferable to have the tape break while copying rather than
during data extraction, as copying would preserve all the data on the
tape to the point of the breakage, where extraction of the data would
not. See id. at 918.
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different software environments (the White House uses LOTUS
Notes, for exanple, while OVP uses CC. Mail), a process wl
have to be developed to convert the extracted e-mails into a
common file format so that they can be | oaded into a common,
sear chabl e dat abase.” 1d.

Al e-mail duplicates would then need to be elimnated, a
process call “de-duping.” ld. at f22. According to Ekberg,
this is necessary because, as these tapes are the result of
periodi c system wi de back-ups, the sane data often appears again
and again fromone set of back-up tapes to the next. 1d. Thus,
Ekberg states, it is mnmuch nmore efficient to delete the
dupl i cates before perform ng the search, rather than elim nating
t hem manual |y during the production process. Id. Then, once
the extraction and de-duping process is conplete, the search of
the non-ARMS e-mail can finally begin.

The EOP, however, is unable to provide the court with even
a rough estimate of how long this process would take to
conplete. Ekberg states in his declaration

It is not now possible to provide a
meani ngful estimte of the tine to project
conpletion. Project requirenents, software
specification and dat a- processi ng
nmet hodol ogies are still being defined at
several phases of the project. There are
several unresolved technical issues with the
project, and other unknowns . . . that can
i npact the tinme to conpl etion.

ld. at 912. These unresolved issues include determ ning what
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equi prent should be used to copy the tapes and developing a
process to convert the e-mails, once they are extracted, into a
common file format so that they can be | oaded on one searchabl e
dat abase. See id. at 9920-21. The only estimte that Ekberg
has given to the court is that the Wiite House hoped to have
conpleted testing and be ready to copy the first identified
batch of tapes® by md-to-late June 2000. See id. at 920.

This estimte, however, proved to be incorrect. At the
hearing before this court on June 30, 2000, the EOP stated that
it was not yet ready to begin copying tapes as it had been
unable to find a tape duplication systemto neet its needs. The
EOP explained that it first attenpted to use a tape duplication
system recommended to it by certain investigative bodies, but
that system upon testing by the EOP, was found to be
insufficient as it could only copy two tapes per day, well bel ow
the “EOP's goal of 24-44 tapes per day.” Ild. at 126.
Accordingly, the EOP stated, it then submtted a second
duplication system to the investigative bodies involved for
their testing and approval. See id. That second system was
approved and sent to the EOP for “stress-testing” to determ ne

if it could neet the EOP’s 24-44 tapes per day goal. See id.

81n order to expedite the availability of searchable data, the

EOP proposes to conduct the tape-copying and extraction processes on
a rolling basis, processing certain tapes chosen by the court or
ot her investigative bodies as “top priority” first. See id. at 125.
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According to the EOP, however, that system broke down during
stress-testing, requiring the EOP to identify and propose a
third system which is now being exam ned by the investigative
bodies for their approval. The EOP stated that, because of
t hese technical problens, it has not yet copied any tapes, much
| ess extracted any e-mail thereon, despite the fact that it has
now had twenty weeks to do so.

The EOP does not explain, however, exactly how these
techni cal issues have prevented it from copyi ng even one e-nai l
back-up tape. As noted above, the first tape duplication
system recomended to the EOP by the investigative bodies
i nvol ved, had the ability to copy two tapes per day. See id.
Had the EOP begun copying tapes on that system well over 200
back-up tapes would now be copi ed. The EOP states that, in
order to “expedite the availability of the searchable data,” it
did not begin copying tapes on this system because its rate of
only two tapes per day did not neet its goal of 24-44 tapes per
day.® |d. at 924, 26. El ementary mathematics il lustrates,
however, that copying two tapes each day is better than none.
By anal ogy, if the data at issue were in hard-copy rather than

conputer form the EOP’s position would essentially be that it

The court further notes that it is quite possible that the
EOP’s goal m ght never be net, particularly in light of Ekberg' s
description of such a goal as “ambitious given the conditions under
whi ch the project is proceeding.” Ekberg Decl. at {20.
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need not copy or produce a single docunent until it could find
a copier capable of reproducing large quantities of the
docunments together. This court cannot accept such a
pr epost erous position.

The EOP's argument is particularly bewildering in Iight of
its statenment that it planned to divide the tapes into smaller
groups for processing on a “rolling basis” in order to make e-
mai | available for searching nore quickly. Id. at 924-25.
Accordingly, as the EOP itself acknow edges, once a few tapes
are copied, even at a rate of only two per day, the e-mail on
t hose tapes can then be extracted, de-duped and nmade avail abl e
for searching. Therefore, had the EOP begun copying tapes, not
only would some data now be avail able for searching, but also
the EOP could have tested its capability to conplete the
restoration process, nodified its plan as necessary, and
devel oped an estimate for when the entire process could be
conpl et ed.

The EOP did not do this, however. Nor has it provided the
court with any explanation of why it did not do so. | nst ead,
after twenty weeks, the EOP has not made one concrete step
t owar ds produci ng any of the non-ARMS e-mmil, and can not give
the court any estimate of when it m ght do so. Accordingly, the
court finds that an evidentiary hearing to deterni ne the best
way to restore and search non-ARMS e-mail is warranted. The
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evidentiary hearing shall be schedul ed i medi ately.1® The court

will defer its ruling on the plaintiffs’ request for the
appoi ntment of a special nmaster until after this evidentiary
heari ng.

3. Tinme Period to be Searched

Non- ARMS e-mai | spans the period of August 1996 t hrough May
1999. 1 The EOP argues, however, that based on the heavy burden
of restoring and searching all back-up tapes containi ng non- ARMS
e-mai |, as described above, the court should limt the dates to
be searched. The EOP states that such a |imt would decrease
t he nunber of tapes that need to be restored, thus reducing the
time necessary to make the data available for searching. The
EOP further contends that Ilimting the search is proper
considering the uncertainty regarding what, if any, benefit the
search may have, given that the e-mail at issue postdates the

underlying events of this case by several years. Federal Rule

1The court has been advised in canmera, ex parte, that the
contenpl ated evidentiary hearing will not interfere with any on-going
crimnal investigation.

UThe “Mail 2" problem which prevented incom ng mail on
the Mail 2 server frombeing transferred to the ARMS system
exi sted from August 1996 to Novenmber 1998. When that problem
was corrected in Novenber of 1998, another problem referred
to as the “letter D' problem occurred. The latter problem was
not fixed until May 1999.
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of Civil Procedure 26(b)(2)(iii) states that the court may limt
di scovery when

the burden or expense of the proposed

di scovery outweighs its Ilikely benefit,

taking into account the needs of the case,

the ampunt 1in controversy, the parties’

resources, the inportance of the issue at

stake in the litigation, and the inportance

of the proposed discovery in resolving the

i ssues.
FED. R Cv. P. 26(b)(2)(iii).

The EOP first proposes that the court limt the search to

only those non- ARMS e-nmai |l nessages fromthe period August 1996
to October 1996. It argues that these nessages are nost |ikely
to contain relevant information as they occurred cl osest to the
time Filegate was discovered on June 1996. Plaintiffs have
argued that the period followng the discovery of Filegate is
particul arly rel evant because peopl e woul d be conmuni cating with
each other regarding the underlying facts at that time.?? The
EOP argues that searching e-mail originating after October 1996
woul d be unlikely to uncover relevant information, given that

t he congressional investigation into the matter was nearly over

by the end of the summer and the House of Representatives

2The court notes that the EOP cannot be arguing that non- ARMS
e-mail originating after October 1996 is not at all relevant, as the
EOP made no objection to searching ARMS e-mail for the entire period
of August 1996 through May 1999, and it does not now attenpt to
expl ain how non-ARMS e-mail fromthis period would be any | ess
rel evant than the ARMS e-mail.
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Committee on Government Reform and Oversight issued its interim
report on Septenber 28, 1996 (“House Interim Report”).

However, as clearly stated in the House Interim Report,

the commttee's investigation into the

unaut hori zed possession of hundreds of FBI

background files by the White House remains

in progress. There are many questions that

are unanswered; cooperation from the Wiite

House and other w tnesses has not been full

and conpl ete; nore W tnesses nust be

interviewed; and, many nore docunents from

earlier commttee requests are outstanding.

Accordingly, this is an interim report to

inform the public as to the status of the

investigation in the closing days of the

104t h Congress.
H. R. REP. No. 104-862, at 1 (1996). Thus, the House investigation
into Filegate was clearly not finished as of October 1996
Furthernmore, this civil suit was not filed until Septenmber 12,
1996. The plaintiffs took nunerous depositions and nmade sever al
document requests subsequent to October 1996. Ms. Clinton, a
named defendant in this case, was deposed by the I|ndependent
Counsel about Filegate in February of 1998. Thus, the court
rejects the EOP’s proposal that the search be limted to the
period of August 1996 to COctober 1996.

At the hearing on June 30, 2000, however, the EOP stated
that their proposal as to this particular tinme period was only
a suggestion. The EOP then proposed that the court limt the
search to a nunber of specific dates of the court’s choosing.

The EOP argued that, by initially limting the search to a few
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sel ect dates scattered throughout the tine period non- ARMS e-
mai | was created, the court can decrease the tinme and expense
necessary to determ ne whet her the non- ARMS e-mail contains any
relevant information. Once the results of this initial search
have been produced, the court can then better deternm ne the
i kely benefit of a broader search of all non-ARMS e-mail.

The court agrees with the EOP's argunent. In order to
accelerate the process of searching non-ARMS e-mail, the court
will order an initial restoration and search of only a linmted
nunber of select back-up tapes, which will be determ ned after
the evidentiary hearing ordered herein. The court will defer
its ruling on the issue of whether all non- ARMS e-mail shoul d be
searched until it can better determne the likely benefit and

total burden and expense of conducting such a search.

4. The Attenpted Retrieval of E-Mail and F: Drive

Date from “Recycl ed” Tapes

Approxi mately si x nont hs of the back-up tapes containing e-
mai | and other material from June 1997 to Novenber 1997, were
recycled and the information contained therein was overwitten.
The plaintiffs request that a court supervised expert attenpt to
recover e-mail and F: drive data fromthese recycled tapes.

The EOP explains that data could be recovered in two ways.
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First, if a smaller portion of the tape was used when it was
recycled, then original data at the end of the tape (in
technical terns, beyond the “logical end of tape”) nay not have
been overwitten and may be recoverable. Second, there may be
fragments of original data in “unused segnents” of overwitten
portions of the tape.

The EOP argues that the plaintiffs’ request shoul d be deni ed
based on the heavy burden invol ved as wei ghed agai nst the small
i kel'i hood of recovering any data at all, much |ess relevant
i nformation. The <court agrees that the |I|ikelihood that
perform ng such a task would produce any rel evant information,
as wei ghed against its burden, is insufficient for this court to
require it at this time. Thus, the plaintiffs’ request as to

the recycl ed back-up tapes is denied.

B. C. Drives (Hard Drives) of Departed Enpl oyees

The plaintiffs also seek to have archived C. drives (al so
known as hard drives) restored and searched. There are
approxi mately 600 reall ocated tapes, which contain C. drives of
White House enpl oyees. These C. drives were usually archived
upon an enpl oyee’s departure fromthe Wiite House, so that the
C.drive could then be wi ped clean for a new enpl oyee.
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Plaintiffs initially request that all of the reallocated
t apes be searched. This court has already rejected this
request, however, based on the EOP's objection to such a search

as unduly burdensone.!®* See Al exander v. FBI, 188 F.R D. 111

117 (D.D.C. 1998) (rejecting plaintiffs’ request that the court
order the EOP to conpletely restore all hard drives, and stating
instead that the plaintiffs should pursue discussions with the
Department of Justice regarding targeted searches of e-mail and
hard drives for a limted number of individuals.) The
plaintiffs revise their request, however, in their reply, to
seek a search of only the hard drives of those individuals whose
e-mai | was searched pursuant to this court’s June 5, 2000 order.
The plaintiffs also request that the search be limted to those
search terns delineated in that order.

In their response, the EOP argues that the set of
i ndividuals to be included in a search of the C. drives should
be far narrower than those deened rel evant for the ARMS search
The EOP points out that ARMS is a word-searchabl e dat abase. The
C. drives, on the other hand, exist only on the reallocated

tapes, which require restoration prior to searching. As with

Bl n support of the EOP' s objection, the EOP provided the court
with the Declaration of Laura Crabtree dated March 4, 1998, in
whi ch she estimated that the cost of searching through one
enpl oyee’s “C’ drives woul d take approxi mately 265 hours and
cost $15,675 in contractor fees.
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t he non- ARMS e-nail, the EOP seeks to limt the nunber of tapes
that need to be restored and searched due to the cost and tine
such a process entails.

To that end, the EOP first argues that no further searches
of C. drives are necessary because the EOP has al ready searched
the hard drives of all the former O fice of Personnel Security
(“OPS”) conputers as of June 1996.!® The court disagrees with
the EOP’ s argunent. As the EOP itself points out, there are
other highly relevant departed enployees of the Wiite House
whose C. drives have not been searched, such as Bernard
Nussbaum a nanmed defendant in this case.

However, the EOP al so proposes that, in the event that the
court considers searches of additional archived C. drives, the
search be limted to Bernard Nussbaum and Bill Kennedy, under
whose jurisdiction the OPS fell. It further proposes, because

Nussbaum testified that he did not have a conputer, to search

4The non- ARMS e-mail|l back-up tapes each represent a particular
time period, during which the system was backed up. The reall ocat ed
tapes, on the other hand, are grouped to represent a particular
i ndi vidual’s hard drive.

®The plaintiffs also request that any archival tapes made from
OPS conputers during Livingstone’s tenure but prior to June 1996 al so
be searched. G ven the clear relevance of the OPS and the |ikely
benefit of such a search, as evidenced by the EOP s search of these
drives as of June 1996, the court will grant the plaintiff request.
The EOP shall search, to the extent that they exist, all archival
tapes made of OPS hard drives during Livingstone’'s tenure at OPS
prior to June of 1996.
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the hard drives of his secretaries, Linda Tripp, Betsy Pond, and
Deborah Gorham  The court agrees with this proposal, with one
addition. The court wll also order the search of Vincent
Foster’s hard drive due to the fact, as there is evidence that
Foster, as Deputy White House Counsel at the time of the
underlying events in this case, had a supervisory role over both
t hen- Associ ate White House Counsel Wl liam Kennedy and the
director of OPS at the time, Craig Livingstone.

Thus, the EOP shall restore and search the hard drives of
W I Iliam Kennedy, Vincent Foster, Linda Tripp, Betsy Pond, and
Deborah Gorham using those search ternms set out by this court’s
June 5, 2000 order and the additional ternms added today.
Regarding the plaintiffs’ request to search the hard drives of
all other individuals included in the ARMS e-mail search, the
court finds that the Ilikely benefit of such a search, as
established by the plaintiffs at this tinme, is outweighed by the
burden of conducting it. The court notes, however, that the
plaintiffs may renew their request as to these individuals once
the search ordered herein is performed, if the results of that
search indicate that a broader search is, in fact, likely to

produce rel evant information.

18\/i nce Foster’s hard drive need not be searched for those terns

pertaining to the release of Ms. Tripp’'s information or the Kathleen
Wlley letters, as he died in 1994. M. Tripp’'s hard drive also need
not be searched for those terns.
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C. F: Drive (Shared Drive) Files

Plaintiffs al so request that the EOP be required to search
the F: drive files that are stored on the sane “system back-up”
tapes as the non-ARMS e-mail. F: drive files, or “shared” drive
files, are files that are shared anobng certain functiona
groups of enpl oyees. The plaintiffs state that they are now
requesting that these drives be searched because they were
previously unaware that F: drive docunents existed on these
back-up tapes and that these docunents were not “records-
managed. ”

As t he EOP expl ai ns, however, the back-up tapes at issue are
peri odi c back-ups of the entire conputer network, which are made
to be used in the event of a system failure. As such, these
tapes include all files on the systemat the tine of the back-
up, including operating systemsoftware, applications software,
and user files. The EOP further explains that the files
contained within the F: drives are, in fact, “records-managed,”
but “in paper, not electronic form?” Lyl e Decl aration at 15
(attached as Exhibit A to EOP Resp. to Pls.’” Request for an
Evi dentiary Hearing Regarding Conmputer Hard Drives (April 3,
2000)). Therefore, they argue, a search of the backed-up F:

drives is wunwarranted as the plaintiffs have failed to
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denonstrate, or even suggest, that docunents residing on these
F: drives were not already searched and produced in hard copy
form

In fact, this court has already ruled that the EOP is not
required to restore and search F: drives for responsive

docunents. " See Al exander v. FBI, 188 F.R D. at 116-17 (hol ding

that the EOP was not required to search shared drives due to the
cost and burden involved). Thus, as the plaintiffs have not
provided the court with any new evidence or denonstrated any
particul ar need for such a search, their request to search the

F: drive files on the back-up tapes is denied.

D. Al'l computers and conputer nedia used by Robert Haas

Plaintiffs request that the court order a search of all

conputers and conputer nedia used by Robert Haas, a White House

conputer specialist, both at the White House and at honme. This

Unlike with the e-mail and the archived hard drives, the court
did not state that the plaintiffs were able to pursue nore targeted
searches of the F. drives. See Alexander v. FBI, 188 F.R D. at
117 (“Plaintiffs are able to pursue discussions with the Departnent
of Justice regarding targeted and appropriately worded searches of
backed-up and archived e-mail and deleted hard drives for a limted
nunber of individuals.”(enphasis added)). This was due to the
fact that a search of the F: drives, even |[imted to just a
few individuals, would still be unduly burdensone and
conplicated as all F. drives to which those few enpl oyees were
ever allowed access during their enployment would need to be
identified, restored and then searched. See id.
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request includes the contents of the “zip” disk made from Haas’
F: drive, which contains several e-mail nmessages. This disk has
been kept in the custody of Charles Easley, EOP Security
Officer, under the sane conditions of security as the 3,400 e-
mai | back-up tapes and the 600 reall ocated C. drive tapes, since
shortly after its existence was brought to the court’s attention
by the plaintiffs on March 24, 2000.

The EOP argues plaintiffs have failed to show why Haas
files should be treated differently fromthe files of any ot her
EOP enpl oyee or contractor, as there has been no all egation that
Haas had any involvenment in the FBI files matter. The
plaintiffs respond that they have denonstrated that M. Haas has
rel evant information through the decl arations of Sheryl Hall and
Betty Lanmbuth. However, these declarations state only that a
contractor for Northrup G umman, who they now state to be Robert
Haas, told them that the non-ARMS e-nmil contained information
relating to Filegate, as well as other topics. See Third
Decl aration of Sheryl Hall at Y6 (February 19, 2000) (attached
at Exhibit Ato Pls.” Energency Mdt. to Supplenent Pls.” Mdt. to
Conpel and Req. for an Evidentiary Hr’g); Declaration of Betty
Lambut h at 99 (February 24, 2000) (attached as Exhibit A to the
Pls.” Second Supplenent to Emergency Mdt. to Supplenent PIs.
Mot. to Conpel and Reqg. for an Evidentiary Hr'g). They do not,
however, denonstrate that Haas ever stored these e-mail| nessages
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on his conputer at the White House or at hone.

The plaintiffs argue that the existence of the “zip” disk,
which contains e-mail, denonstrates that Haas saved e-mil
messages. Based on this fact, the court does find that a search
of that “zip” disk is warranted. As to the remaining files of
M. Haas, however, the court finds that the plaintiffs have
failed to establish a sufficient basis for ordering that they be
searched. Accordingly, the court will order the EOP to search
the zip disk, currently in the custody of M. Easley at the EOP,
using the search ternms set out by this court’s June 5, 2000
order, with today’'s additional search terns. Plaintiffs’
request to search all other conputers and conputer nedi a used by

Robert Haas, however, is denied.

[11. Concl usion

For the reasons given above, the court will issue a separate
order this date, requiring a search to be conducted in
accordance with this opinion and ordering that an evidentiary

heari ng commence i mredi ately.

Royce C. Lanberth
United States District Court
Dat e:

31



UNI TED STATES DI STRI CT COURT
FOR THE DI STRI CT OF COLUMBI A

CARA LESLI E ALEXANDER, )
et al., )
)
Plaintiffs, )
)
V. ) Civil No. 96-2123
) 97-1288
) (RCL)
FEDERAL BUREAU OF )
| NVESTI GATI ON, et al ., )
)
Def endant s. )
)
ORDER

This matter conmes before the court on Plaintiffs’
Suppl enental Brief to their Mdtion to Conpel the Production of
Docunments Regardi ng Second Request to the Executive O fice of
the President (“EOP") Regarding Non-ARMS E-mail, Archived
Comput er Drives, and O her Conputer Docunents. For the reasons
given in the correspondi ng Menorandum Opi ni on i ssued this date,
it is HEREBY ORDERED t hat
I An evidentiary hearing to determ ne the best way to
restore and search non-ARMS e-mail shall comence
i medi ately.

I The EOP shall restore and search all non- ARMS e-nmil
from specific dates, which wll be selected in a
separate order. That search shall be conducted in

accordance with the terns set out bel ow.



|1 The EOP shall search for non-ARMS e-mail from the

specified dates containing the follow ng terns:

“background report”, “summary
report”, “OPS’, “Dale”, “Marceca”
“updat e proj ect”, “personne
security”, “FBl data,” “FBl raw
dat a,” “ FBI reports,” “FBI
summaries,” “FBlI background,” “FB
files”, “Scul i mbrene”, “James
Baker”, “Marlin Fitzwater”, “Bl",

“Privacy Act” or “Brasseux”,

for the follow ng individuals’ e-mil:
Bernard Nussbaum, Craig
Li vi ngst one, Ant hony Mar ceca,
Hillary Rodham Clinton, Vincent
Foster, Bill Kennedy, Mar sha
Scott, Betsy Pond, Deborah Gorham
Li nda Tri pp, Mari Anderson, George
St ephanopoul os, Har ol d | ckes,
Margaret WIIiams, Lisa Wetzl
Jonat han Denbo, Edward Hughes,
Jane Dannenhauer, Nancy Gemmell,
Jane Sher bur ne, Terry Good,

2



Christine Varney, John Libonati,
Jef f Under cof fer, Arnie Col e,

Cheryl M1ls, and Stephen Waudby.

I For those dates after January 1998, the EOP shall al so
conduct a search for non-ARMS e-mail containing the
foll owing terns:

“Tripp”, “Jane Mayer”, “arrest

record”, “Bacon”, or “Bernath”,

for the follow ng individuals’ e-mil:
Bernard Nussbaum, Craig
Li vi ngst one, Ant hony Mar ceca,
Hillary Rodham Cli nton, Bill
Kennedy, Bet sy Pond, Debor ah
Gor ham Li nda Tripp, Mar i
Ander son, GCeorge Stephanopoul os,
Harol d I ckes, M chael MCurry, and

Joseph Lockhart.

I For those dates after January 1998, the EOP shall al so
conduct a search for non-ARMS e-mail containing the

search term “W |l | ey”



for follow ng individuals’ e-mmil:

Bernard Nussbaum, Craig
Li vi ngst one, Ant hony Mar ceca,
Hillary Rodham Clinton, Bi |

Kennedy, Bet sy Pond, Debor ah
Gor ham Li nda Tri pp, Mar i
Ander son, GCeorge Stephanopoul os,
Harol d |ckes, Terry Good, Chery
MIls, President WIlliam Clinton
Si dney Bl unenthal, Bruce Lindsey,

and Charl es Ruff.

The EOP may |imt the scope of these searches to the

White House O fice (“WHO') bucket.

I n conducting the search, the EOP may not apply the
standard ARMS “excl usions” for transcripts of public
docunments. To the extent any of these docunents are
produced, however, they need not be reviewed for

rel evance.

The EOP is not required to search accounts established
for the receipt of “citizen” e-mails sent to the
President and the First Lady, via the Internet, by

4



menbers of the general public.

I The EOP shall search the archived C:. drives of the
foll ow ng individuals:
WIliam Kennedy, Vincent Foster,
Linda Tri pp, Betsy Pond, and

Debor ah Gor ham

for the follow ng search terns:

“background report”, “summary
report”, “OPS”, “Dale”, “Marceca”
“updat e proj ect”, “personne
security”, “FBlI data,” “FBl raw
data,” “ FBI reports,” “FBI
sunmaries,” “FBlI background,” “FB
files”, “Scul i nbrene”, “Janmes
Baker”, “Marlin Fitzwater”, “Bl”,

“Privacy Act” or “Brasseux.”
I The EOP shall also search the hard drives of WIIiam
Kennedy, Betsy Pond, and Deborah Gorham for the

foll owing terns:

“Tripp”, “Jane Mayer”, “arrest
record”, “Bacon”, “Bernath,” and
“Wlley.”



I The EOP shal | al so search, tothe extent that they exi st,
all archival tapes made of OPS hard drives during
Li vi ngstone’s tenure at the OPS prior to June of 1996.

I The EOP shall also conduct a search of Robert Haas’
zip disk, currently in the custody of M. Easley at

the EOP for the follow ng search terns:

“backgr ound report”, “sunmmary
report”, “OPS’, “Dale”, “Marceca”,
“updat e pr oj ect”, “per sonnel
security”, “FBlI data,” “FBlI raw
dat a,” “ FBI reports,” “ FBI
sunmaries,” “FBlI background,” “FBI
files”, “Scul i nbrene”, “Janmes
Baker”, “Marlin Fitzwater”, “Bl”,
“Privacy Act ,” “Brasseux,”
“Tripp”, “Jane Mayer’, “arrest
record”, “Bacon”, “Bernath,” and
“Willey.”
SO ORDERED

Royce C. Lanberth
United States District Court

Dat e:



